Don't fear the Hexdumps

Reverse engineering for the masses



Why poke around?

* For the same reasons as Open Source:

* Port to other platforms
* Modify for your own requirements
 |t's your own hardware, dammit

e ..It's satisfying



Example: SWF animation

 Some content providers don't like you

downloading
* They still ma

and playing offline
Ke It available for download

e Disable the ¢
e Text editor

Isabler — you will need.:

« SWF dumper

e Hex editor



[HERDER]
[HERDER]
[HERDER]
[HERDER]
[HERDER]
[HERDER]
[BA9]

(18]
[A12]

[B2b]
[BA8c]

SWFdump: before

File wversion: 4
File size: 2275359
Frame rate:; 1Z2.BHHEERHA
Frame count: 3843
Movie width: 648,88
Movie height: 366.HH8
SETBACKGROUWDCOLOR (ABsAS,EA]
-=> HBA BA @A
PROTECT
SOUMDSTREAMHERD
-=: @b 2Zb Zc BY 86 HA L
FEAMELABEL "loadData"
-=: Ac 6f 61 64 44 61 74 61 BH loadData.
416 DOACTION
[

3
4]
]
9

bytes) action: Push String: "key. t=t"
bytes) action: Push String:"key”
bytes) action: GetWariable

bytes) action: GetUrlZ 192

bytes) action: Push String:"EOF"
bytes) action: Push String:'false”

e
=l A= =00

[ some time later ]

bytes) action: Push String: 48"
bytes) action: Push String:""
bytes) action: Push String:"12"
bytes) action: GetProperty
bytes) action: Less

bytes) action: Hot

bytes) action; a

butes) actia .
bytes) action:JFomp—E

bytes) action: GotoFrame 7
bytes) action: Play

bytes) action: Jump
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SWEF: what to change

e Find instructions that PR T Bl B an b g tE e
- 500015 5B G5 05 06 86 B4 6b ob o1l

Start the moyvie AAARZA Zc B7 86 A6 T @a B9 BA >........<
AGABZE @8 @8 6c 6F 61 64 44 61 >..loadDa<

AGABIAE 74 61 @ 3Ff B3 9a @1 8@ >ta.7....<

HHAKEE BH 96 B9 BH BB 6b 65 /9 >..... keu<
HHAWAR Ze 74 73 74 BB 96 HS BA > txt, ... <

DEEB45 BB Bb 65 79 B0 1c 93 B1 >.key....<
81 02 OO 28 OO DEEBSE BO cB 95 BS B0 BO 45 4 >... ... E0<
DEEBSS 46 BE 96 B7 B0 BO 66 61 >F..... fa<
BEABED 6c 73 65 BB 1d 96 18 BO >lse..... <
GO't OFrame 40 BEABGS BB 61 6d 49 6f 6e 42 42 >.amlonBB<

BHARYA 43 73 65 72 V6 65 V2 BA  >Cserwer.<

PEPPEA 46 57 53 B4 1f BB 22 B8 FWS. .. "

AEPPES 75 PE PG 49 B @9 Be 18 »x..@. ...

. AEPA1A BE BE Bc =3 Bb 43 82 88 ... .. C..

AEPALS AE PE PR B6 86 B4 Bb 2h »....... +

® paSte the“l N at the RERPZA Zc B7 56 B6 ff Ba B9 B >, ....... <
. ] AERPZE BE BE 6c 6f 61 64 44 61 »..loadDa<

RERP3A 74 61 B 5f B3 93 61 B >ta.?....<

beglnnlng RERP3S BE 51 B2 B9 25 @9 65 79 »>....(.ew
AERE4A Ze 74 78 74 B9 95 B5 BA . txt. .. <

AERP4S BE 6b 65 79 B9 1c 9a Bl »>.key....<

HHEKSH BH cH 96 B3 B8 BB 45 4 >.... .. E0<
HHEKSE 46 BH 96 B7 B8 BB 66 61 >F..... fa<
HHHKER 6c 73 65 BH 1d 96 18 BH  >lse..... <

HHAKEE BH 61 6d 49 &6f Ge 42 42 >, amlaonBB<
HHERYE 45 73 63 72 76 65 V2 BH  >Cserwver.<



SWFdump: after

[HERDER] File version: 4
[HERDER1] File size: 2275359
[HERDER1] Frame rate: 12.B0B8E888H
[HEADER] Frame count: 3H43
[HEHDEE] Mowie width: 648, H8H
[HERDER] Mowie height: 366, H8H
[HED] 3 SETBRCKGROUMDCOLOR (BHE/sHHSHA]D
-=» W@ BH AA
[H18] H FROTECT
[H1Z2] & SOUMDSTREAMHERD
-=» dBb 2b Zc BY 86 B6 L
[HZb] 9 FRAMELABEL "loadData"
-=» Bbc 6f 61 64 44 61 74 61 B loadData.
[HAC] 416 DOACTION

butes) action: GotoFrame 4H
bytes) action: BitURShift
butes) action: unknownl79]
butes) action: unknownlZel
action: unknownl74]
butes) action: unknownl 78]
bytes) action: unknownl74]
bytes) action: End
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-=» Bl HZ AW 28 HE 65 79 Ze 74 V8 /4 BH 96 BS WA HB ooey. trt, .
-=» Bb 65 Y9 HH 1lc 93 A1 BB cB 96 BS BB BE 45 4F 46 key. . .. A ... EOF
-=»> HH 96 HY HH HE 66 61 6o 73 65 HH 1d 96 1H HA HH : ... Talse.. -
-=» bl 6d 49 6f Ge 42 42 43 V3 65 72 V6 65 72 HH 96 amlonBBCserver.
-=» H3 BH BH 30 B8 14 96 A7 BB BH B6d V9 55 72 6c WM R = coomulrel,
-=» 96 HZ HH HH HE 96 B4 BB BH 31 35 BH 22 1d 96 Ha C o150
-=» HB BH 6d 79 4dc 65 be 67 V4 65 HH 95 BY BE BH 6d ..muLength. ..M
-=» 79 55 72 bc HE 1c 14 1d 96 BB HH BH BZ bZ B3 53 ylel. . ... bbcs
-=x 74 V¢ HH 96 Hb BB HH 62 b2 63 Ze b3 6f Ze V5 6b tr. ...bbc.co.uk
html body
object
embed src="after.swf"” width="648" height="36R" type="applications/w-shockwawve-flash"
ob ject

body html



Drawbacks

Some documentation not entirely open
Many apps under EULA

Can be seen as aiding copyright violation

 Advanced eBook Processor
e rtmpdump
Complicated — obfuscation arms race
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