
  

Don't fear the Hexdumps

Reverse engineering for the masses



  

Why poke around?

● For the same reasons as Open Source:
● Port to other platforms
● Modify for your own requirements
● It's your own hardware, dammit

● ...it's satisfying



  

Example: SWF animation

● Some content providers don't like you 
downloading and playing offline

● They still make it available for download
● Disable the disabler – you will need:

● Text editor
● SWF dumper
● Hex editor



  

SWFdump: before



  

SWF: what to change

● Find instructions that 
start the movie

81 02 00 28 00
GotoFrame 40

● ...paste them in at the 
beginning



  

SWFdump: after



  

Drawbacks

● Some documentation not entirely open
● Many apps under EULA
● Can be seen as aiding copyright violation

● Advanced eBook Processor
● rtmpdump

● Complicated – obfuscation arms race
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